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Abstract—The growing demand for accelerated computing is
driving widespread deployment of multi-accelerator systems in
the cloud and at the edge. These systems are temporally shared
across processes that may not mutually trust one another and
often include large pools of third-party, untrusted accelerators
operating within a shared virtual address space. Due to the
limited capability of the Input-Output Memory Management Unit
(IOMMU) in supporting address translation, SoC designers are
integrating large Shared Translation Lookaside Buffers (TLBs)
that serve many accelerators and processes. While effective for
performance, shared TLBs introduce new security risks that
require urgent and careful consideration. This paper presents
ShareMMU, an IOMMU design that securely enables reuse of
pre-translated addresses across multiple untrusted accelerators
while also mitigating potential side channels in the shared TLB.
Compared to state-of-the-art mechanisms like Border Control
and CryptoMMU, which incur 32% and 17% performance
overhead, respectively, ShareMMU incurs a negligible 1.66%
performance overhead relative to an unsecured baseline. Our
side-channel resilient variant, ShareMMU-SP, incurs roughly
2.82% overhead.

Index Terms—IOMMU, accelerators, access control, address
translation, shared TLB, side-channel attacks, hardware security,
memory isolation

I. INTRODUCTION

Multi-accelerator systems, such as NVIDIA’s SuperPOD [1]
and Google TPU Pods [2], are now central to modern
accelerated computing. They target applications with high
computational demands and large memory footprints. Such
systems often integrate several specialized accelerators for
distinct data-processing tasks or multiple instances of the
same accelerator to exploit parallelism [3]–[9]. Many of these
systems may deploy a variety of third-party accelerators to re-
duce development time, access novel capabilities, and improve
cost efficiency. These off-the-shelf black-box IPs have become
common to accelerate the design cycle, but they cannot be
fully trusted [10]–[12].

∗Part of this work was done while Faiz Alam and Yuanchao Xu were PhD
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a Postdoctoral Researcher at Harvard University.

Parallel execution naturally creates page sharing across
accelerators. Since a significant portion of an accelerator’s
performance depends on efficient address translation [13]–
[18], a shared TLB across multiple accelerator instances
provides substantial performance benefits [14], [19]–[21]. A
shared TLB eliminates duplicate page walks by allowing accel-
erators with the same permissions to reuse translations fetched
by peers. In pipelined designs, where multiple accelerators
sequentially process a shared data structure, a shared TLB
enables later stages to reuse earlier translations [14], [22]. In
multi-context systems, shared TLBs also avoid frequent flushes
on context switches and enable dynamic capacity sharing,
allowing heavier workloads to access more TLB entries than
lighter ones [14], [23], [24].

While a shared TLB enables translation reuse, the oper-
ating system (OS) must often update page permissions for
the accelerators to coordinate shared resources. Pages may
transition between no-access, read-only, and read-write at
different stages to prevent data races and allow safe collabo-
ration [25]–[28]. On a permission change, the OS issues TLB
shootdowns to flush private TLBs [12]. Untrusted accelerators
may maliciously ignore these requests and continue using stale
translations (or even fabricate physical addresses), leading
to correctness and security violations [10], [12], [29]–[36].
Because an untrusted accelerator can cache physical addresses
and issue requests with escalated permissions, every acceler-
ator access must be validated. This validation must incur low
overhead to justify the adoption of third-party designs or the
integration of multiple accelerators.

Additionally, shared TLBs often serve multiple distrusting
processes. In this case, a malicious process can execute
timing side-channel attacks on the shared TLB (e.g., con-
tention or occupancy-based attacks [37]). Such attacks can
leak secrets, reveal a TLB’s structure and replacement policy,
create covert communication channels, and compromise other
defenses [38]–[41]. Therefore, protecting the shared TLB from
becoming an attack vector is critical.
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Fig. 1: Slowdown in Border Control and CryptoMMU relative
to an unsecured baseline.

The state-of-the-art access control mechanism, Cryp-
toMMU [12], validates each pre-translated access by ver-
ifying a cryptographic hash derived from the Page Table
Entry (PTE). A pre-translated address is a cached physical
address obtained from a prior translation of a virtual ad-
dress. CryptoMMU requires sending the Virtual Page Number
(VPN) and a hash on every TLB hit, demanding significant
modifications to the TLB interface and hit datapath. The
hash generation uses per-accelerator keys; therefore, the same
translation yields different hashes across devices, reducing
shared TLB coverage and preventing reuse. CryptoMMU also
enforces TLB shootdowns by changing the device key, which
invalidates all cached translations. Border Control [36], in
contrast, permits translation sharing but maintains large per-
accelerator permission bitmaps (“Protection Table”) and a
cache (“Border Control Cache”, BCC) to verify accesses from
pre-translated addresses. Maintaining these structures requires
complex software support and incurs substantial overhead to
keep them coherent with page table updates. Figure 1 shows
slowdowns of 32% (up to 40%) and 17% (up to 23%) for
Border Control and CryptoMMU, respectively, relative to an
unsecured baseline. The unsecured baseline uses an IOMMU
that only provides Address Translation Services (ATS) to
accelerators. The untrusted domain can then cache and access
physical memory without subsequent verification. Further-
more, neither approach provides side-channel resilience; in
fact, CryptoMMU’s “Read Acceleration” optimization can
facilitate leakage by speculatively permitting reads before
permissions are fully verified, enabling adversaries to collect
traces for side-channel attacks. To guarantee system security,
defenses must ensure an accelerator accesses only specific
physical addresses (spatial safety) and only within permitted
time windows (temporal safety).

We introduce ShareMMU to address the limitations of
previous IOMMU designs. ShareMMU’s design philosophy
aligns with established principles in accelerator system design
that bound the number of supported accelerators and guide
the sizing of hardware components such as caches and TLBs.
Extending this philosophy, ShareMMU introduces a single
change to the system stack: a specialized hardware cache
named the Permission Tracker to support a fixed number of
third-party accelerators. Each Permission Tracker entry, called
a Secure Vector, is tagged with a Physical Page Number (PPN)
and records per-accelerator permissions and the VPNs mapped
to that PPN.

TABLE I: Comparison of Border Control (BC),
CryptoMMU, and ShareMMU.

Metric BC CryptoMMU ShareMMU
Performance Very Low Low High
TLB Sharing Yes No Yes
Hardware Changes Minimal Significant Minimal
Software Changes Significant Minimal Minimal
Side-Channel Resilience No Worsens Yes

ShareMMU’s security policy considers any privately cached
translation in the untrusted accelerator to be manufactured
or suspicious until proven otherwise. Thus, it verifies every
incoming memory access request that uses a pre-translated
address. The Permission Tracker enables such verification by
recording the physical address and permissions provided to the
untrusted accelerator and checking future requests against this
record. Any request not found in the Permission Tracker is
treated as invalid or suspicious. To ensure that the Permission
Tracker can always verify accesses from a privately cached
translation, the Permission Tracker is inclusive of the private
TLBs. Inclusion is enforced by sending a back-invalidation
to the accelerator whenever a Secure Vector is evicted. To
prevent fairness issues and avoid accelerator monopolization
of the Permission Tracker, we manage it using an Accelerator-
Aware LRU (AA-LRU) policy. We also present ShareMMU-
SP, a side-channel–resilient variant that mitigates conflict-
and occupancy-based attacks on shared TLB and Permission
Tracker entries. We evaluate ShareMMU using the gem5 PA-
RADE simulator [42], [43] following the same methodology
as prior work [12], [14]. ShareMMU has an overhead of
1.66%, while ShareMMU-SP has 2.82% overhead compared to
the unsecured baseline. Table I summarizes how ShareMMU
compares against prior work.

II. BACKGROUND

A. Multi Accelerator SoCs

In multi-accelerator System-on-Chips (SoCs) with a
pipelined architecture, data flows sequentially from one accel-
erator to another, with each accelerator performing a special-
ized computation on shared data. Memory access permissions
must be dynamically managed to ensure data consistency
of shared pages. This is typically achieved by granting and
revoking access to specific memory pages as needed, en-
suring that only the relevant accelerator has the necessary
permissions at any given time. Fine-grained access control
prevents races, stale data, and unauthorized access, enabling
efficient and secure processing. Figure 2 illustrates a typical
data flow involving multiple accelerators in a System on Chip
(SoC) where various components interact to process data with
varying permission levels. The input data stream generated by
the camera feed is processed by the CPU and stored in the
insecure DRAM. This data is then forwarded to the Crypto
accelerator, which is granted permission to access (indicated
as ‘Perm-yes’) for encryption or decryption tasks. After crypto
processing, the permission of the Crypto accelerator is revoked



Fig. 2: A typical Multi-Accelerator SoC.

(indicated as ‘Perm-no’). The data is routed to the Image
Signal Processor (ISP), Encoder, and Digital Signal Processor
(DSP), each performing their specific tasks before forwarding
the data. While these accelerators are processing, they have
permission to access that data, which is immediately revoked
as they are done, highlighting a controlled access strategy
within the SoC architecture [44].

B. Address Translation in DSAs

Address translation in domain-specific accelerators (DSAs)
is facilitated by frameworks like unified virtual memory
(UVM). UVM enables the CPU and accelerator to access
shared data using the same virtual pointers, eliminating explicit
data copying between host and accelerator memories [45]–
[48]. The Input-Output Memory Management Unit (IOMMU)
translates the accelerator’s virtual addresses into the system’s
physical addresses.

The IOMMU features a translation cache, i.e., Input-Output
translation lookaside buffer (IOTLB), as well as Page Table
Walker (IOPTW) logic to traverse the accelerator/device page
table [49]. A Page Table Walk Cache (PTWC) stores recent
PTEs from different page-table levels. The OS-managed page
table maps IO virtual addresses (IOVA) to physical addresses
and encodes per-accelerator permissions. Because DSAs often
comprise many application-specific accelerators collaborating
with the host CPU, a shared page table lets the IOMMU
operate directly and coherently on the host’s tables. Further,
a shared page table eliminates redundant per-accelerator I/O
page tables [50]. Therefore, this paper focuses on the Shared
Page Table model, noting that ShareMMU can also be built
for a private page table model.

C. Memory Access Patterns of Accelerators

Although some accelerators target applications with regu-
lar memory access patterns, such as string matching, image
processing, and graphics, emerging accelerators target appli-
cations with irregular memory access patterns (e.g., pointer-
chasing), such as databases, key-value stores, and graphs.
For example, the latest Intel processor has introduced the
In-Memory Analytics Accelerator (IAA) to accelerate key-
value store applications with irregular accesses [51], [52].
Numerous other prior works have studied different irregular
access patterns [53], [54]. In addition, the accelerator’s phys-
ical memory access patterns depend on a range of factors,
including runtime state, the operating system’s scheduling

policy, page allocation strategies, and the overall memory
footprint of the applications. This complexity highlights the
adaptive nature of accelerator performance, which must be
carefully managed to optimize efficiency across regular and
irregular access patterns.

D. Secure Cache Design

Time-Secure Caches [55] utilize traditional set-associative
caches but add a keyed function for indexing, which com-
bines the cache line address and Process ID (PID) as inputs.
This eliminates obvious cache congruences across different
processes, reducing cache interference. However, the indexing
function is relatively weak and requires frequent re-keying,
which flushes the cache and harms performance. ScatterCache
expands on this concept by introducing a higher entropy
cryptographic indexing function [56]. Similarly, CEASER [57]
randomizes cache indexing using encrypted addresses and
periodic re-keying, while CEASER-S [58] partitions cache
ways with distinct keys and selective re-keying to improve
security and performance.

Despite these advancements, the ScatterCache design [56]
has been shown vulnerable [37]. Frequent re-keying to guaran-
tee security, as in [57], [58], is ill-suited for a shared TLB and
may incur significant performance penalties. SassCache [37]
addresses these challenges by using a skewed set-associative
cache design and a low-latency keyed index-derivative func-
tion per security domain, providing pseudorandom isolation
among domains. ShareMMU draws inspiration from these
principles to secure the shared TLB.

III. MOTIVATION

A. Fundamental Needs for Shared TLBs in SoCs

IOMMUs have become a performance bottleneck when
providing Address Translation Services (ATS) for modern
multi-accelerator SoC systems [15]–[18]. A private TLB per
accelerator instance can improve performance by serving hits
locally. Recent studies [14], [19]–[21] confirm the perfor-
mance benefits of adding a shared TLB. When multiple
accelerators operate on cache blocks within the same page,
a shared TLB avoids duplicate page walks by allowing reuse
of existing translations. Because many pages are shared across
accelerators, they benefit from translations already fetched into
the shared TLB. We systematically evaluated page sharing
across 16 accelerators in our system. Figure 3 shows the
percentage of pages simultaneously shared by multiple accel-
erators. On average, 46% of pages have no sharers, 44% of
pages are shared by 2 to 5 accelerators, and 10% are shared
by more than 5 accelerators across our benchmarks. The fact
that over half the pages are shared emphasizes the importance
of implementing a shared TLB.

We also evaluated the impact of adding a 1024-entry shared
TLB to a system with 16 accelerators, each with a 16-entry
private TLB. Figure 4 shows the normalized performance
improvement across our benchmarks when using only private
TLBs per accelerator compared to a setup with both private
TLBs and a shared TLB. We observed an average performance
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Fig. 4: Speedup from shared TLB compared to private-only.

improvement of 41%. More details on our architecture and
benchmarks are presented in Section VI. This performance
gain is primarily driven by (1) dynamic partitioning of shared
TLB entries to adapt to varying workload demands among
accelerators and (2) the sharing of translations across acceler-
ators. These results suggest that a shared TLB can significantly
enhance address translation performance.

B. Limitations of Prior Studies

Prior work, such as Border Control [36], addresses access
control by introducing a physically tagged bitmap structure
called a “protection table”, stored per accelerator in memory
to record permissions for each memory page. This protection
table can be further cached in the IOMMU’s Border Control
Cache, enabling faster verification of access permissions.
Similarly, CryptoMMU [12] enforces restricted access by
cryptographically ensuring that only designated memory can
be accessed by each accelerator by embedding a cryptographic
hash generated from the PTE, VPN, and device key in every
translation. Accelerators must provide this cryptographic evi-
dence on accesses using a pre-translated address. The IOMMU
regenerates the cryptographic hash and matches it with the
provided hash to allow this access. Despite these efforts, both
approaches face significant security and scalability limitations
in multi-context, multi-accelerator environments.
(1) Poor performance. CryptoMMU does not support scal-
able TLB sharing among untrusted accelerators. As discussed
earlier, a shared TLB is critical for multi-accelerator perfor-
mance. By design, CryptoMMU prohibits sharing: when an
accelerator-specific PTE (i.e., a hash generated with device
keys) is installed in private and shared TLBs, another accel-
erator cannot reuse this translation because it cannot prove
ownership to the IOMMU. Hence, CryptoMMU would incor-
rectly flag those accesses or redundantly walk the page table to
fetch the translation and generate a new hash for the requester.
Moreover, device-specific hashes create duplicate entries for

the same translation in the shared TLB, reducing effective
coverage. Additionally, CryptoMMU requires transmission of
the VPN and a large cryptographic hash on every TLB hit,
which would compete for valuable interconnect bandwidth,
further impacting system performance. On the other hand,
Border Control does not inherently prevent sharing; how-
ever, its performance significantly suffers due to the need
to maintain coherence between page tables, protection tables
stored in memory, and the BCC in the IOMMU. The problem
worsens as the number of accelerators increases because more
protection tables and BCC state must be updated.
(2) Complex hardware and software modifications. Cryp-
toMMU requires changes to the TLB interface and hit dat-
apath. While the TLB hit datapath usually requires the ac-
celerator to send the physical address to access memory,
CryptoMMU requires sending the PTE, virtual address, and
cryptographic hash on every TLB hit. Modifying the TLB
interface and datapath is non-trivial and requires substantial
hardware changes and verification effort. Border Control, in
contrast, requires a per-accelerator protection table in memory.
These tables can become extremely large as main memory
scales to TBs [12]. Further, the per-accelerator Border Control
cache does not scale with the number of accelerators. Finally,
Border Control requires complex OS modifications to manage
multiple large protection tables and keep them consistent with
the page table.
(3) Inadequate handling of frequent permission changes.
Border Control and CryptoMMU handle frequent permis-
sion changes poorly and incur substantial overheads. The
OS may frequently modify page permissions to avoid data
races, particularly when the CPU or an accelerator alternates
reads and writes to a shared page [26]–[28]. Figure 5 shows
the frequency of permission changes per 1,000 instructions
(PCPKI) in our benchmarks. StreamCluster and Disparity Map
exhibit high rates (0.016 and 0.31, respectively) due to mul-
tiple iterations using various accelerators over the same data
block. BlackScholes and Segmentation have PCPKI of 0.048
and 0.019, respectively, due to alternating reads and writes
between the CPU and accelerators. All other benchmarks have
moderate yet significant permission changes.1

In such a scenario, an untrusted accelerator might ignore
permission changes or TLB shootdown requests, continuing
to use outdated translations. This behavior can lead to severe
correctness and security issues. To address these problems,
CryptoMMU changes the cryptographic key, invalidating all
cached cryptographic hashes and effectively flushing all trans-
lations stored in private and shared TLBs. Border Control, in
contrast, requires multiple steps to enforce these permission
changes. After issuing a TLB shootdown request, it must
search the entire Border Control Cache for entries with the
corresponding PPN and invalidate them. Then, the OS must

1The graph only contains dynamic permission upgrades/downgrades on
pages shared among CPU and accelerators after permissions are set and
physical pages are mapped. It does not include other permission up-
dates/management, such as copy-on-write, swapping, etc.
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Fig. 5: Frequency of page permission changes.

update the protection tables of all accelerators in memory,
leading to considerable performance overhead.
(4) Susceptibility to side channels. Both Border Control
and CryptoMMU are susceptible to side-channel attacks via
shared TLBs. Many studies have shown that timing-based
side-channel attacks can reveal TLB structure and replacement
policies, establish covert communication channels, and com-
promise other defenses through shared TLB attacks [38]–[41].
CryptoMMU’s “Read Acceleration” optimization facilitates
such attacks by speculatively allowing accelerators to read data
while permissions are being checked. Malicious processes can
exploit this optimization to generate architectural traces that
may leak sensitive information.

IV. THREAT MODEL

Figure 6 illustrates our assumed threat model, which is
closely aligned with prior work [12], [36]. The accelerator sub-
system and its private TLBs are untrusted and lie outside the
Trusted Computing Base (TCB). In contrast, the shared TLB
is trusted and may hold translations for multiple accelerators
and processes. The OS is trusted and sets legitimate permis-
sions. The on-chip IOMMU (e.g., ShareMMU) is trusted and
enforces OS-defined access permissions stored in per-process
page tables, which reside in trusted memory [59]–[63]. Accel-
erators are granted read, write, or no-access permissions on a
per-page basis. When the OS modifies a page’s permissions,
the IOMMU must enforce the updated access controls.

Our threat model does not assume the untrusted accelerator
corrupts its own computational task or leaks its data. Instead,
we trust the accelerator to operate only on authorized data
within a strict time window. For example, the accelerator
may access data D1 at time t1, but must be prevented from
accessing D1 at a later time t2, or from accessing unrelated
data D2 elsewhere in memory. The threat is a rogue or faulty
accelerator that attempts to bypass domain isolation. It may
issue unauthorized DMA requests to exfiltrate data or corrupt
host memory, or leverage forged physical addresses and stale
permissions to break access-control policies.

The ShareMMU threat model also includes side-channel
attacks from a malicious process that exploits shared hard-
ware structures, such as the TLB or Permission Tracker, to
infer information about co-located processes. We assume an
unprivileged attacker process co-scheduled with the victim
and co-resident in the shared TLB can launch conflict- or
occupancy-based attacks [64], [65] consistent with prior threat

Fig. 6: Our assumed threat model.

models [58]. All other types of side-channel attacks are consid-
ered beyond the scope of this work. Processes P1 (attacker)
and P2 (victim) utilize accelerators A, B, and C in a time-
shared manner. As depicted in the figure, the private TLB holds
translations exclusively for P1 (red), while the shared TLB
contains translations for both P1 (red) and P2 (green). Because
the shared TLB includes translations for both processes, it is
vulnerable to side-channel leakage [38]–[41].

V. SHAREMMU DESIGN

A fundamental limitation of prior designs is that they
were never architected for multi-accelerator systems that share
address translations, imposing structural barriers rather than
mere optimization bottlenecks. CryptoMMU ties validation
keys to individual devices, which prohibits translation sharing
and bloats the shared TLB with duplicate entries, while
Border Control relies on large in-memory tables that serialize
permission synchronization across devices.

A. ShareMMU Overview

ShareMMU is a realistic IOMMU designed for modern
multi-context, multi-accelerator systems. It allows untrusted
accelerators to securely share cached translations and effi-
ciently manage dynamic permission updates.

The key idea of ShareMMU is to track the permissions
of all translations sent to the private TLBs. Each address
translation is first verified (using a page table walk) before
being installed in the shared TLB. After installation, this
translation can be reused. Any translation fetched in the private
TLB can be tampered with; hence, it is potentially illegal
and requires permission verification. To realize the above
functionality, ShareMMU uses a hardware cache called the



Permission Tracker to track private TLB translations for safe
reuse and memory access.

We now explore the details of ShareMMU design. We first
examine the design of the Permission Tracker in Section V-B
and the operation of ShareMMU to provide access control,
translation reuse, and management of dynamic permission
changes in Section V-C. Finally, we discuss the ShareMMU
strategy to protect shared TLB and Permission Tracker from
side-channel attacks in Section V-D.

B. Permission Tracker

The Permission Tracker is designed to contain permissions
for all devices that can access a particular physical page. We
implement the Permission Tracker as a hardware-managed
cache within the ShareMMU. Each entry of the Permission
Tracker contains a Secure Vector, which is tagged with the
physical address and stores the permissions of all accelerators
for that page and all the virtual pages mapped to it, as shown
in Figure 7. It also contains a bitmap “Access Mask” and
Least Recently Used (LRU) bits to implement our Accelerator-
Aware LRU (AA-LRU) replacement policy described in Sec-
tion V-C2. The Access Mask contains one bit per accelerator
and is set whenever an accelerator accesses that Secure Vector.
Depending on the implementation, device permission bits can
reside either in a shared or separate page table.2 Our design
adopts a shared page table across accelerators, as demonstrated
in prior works [14], [21], [66], [67]. The leaf nodes of the
shared page table store the permission bits for all accelerators
accessing the page. Whenever a page table walk services a new
translation request, these bits are updated in the shared TLB
and Permission Tracker. In designs using separate page tables,
permission updates in the Permission Tracker will follow an
approach similar to shared TLB updates, as discussed in prior
works [13], [68], [69]. If multiple virtual pages are mapped to
the same physical page, the Secure Vector contains a pointer to
a special table named Alias Table in memory, which contains
all mapped virtual pages as discussed in Section V-C5.

The Permission Tracker is inclusive of all the private TLBs
in accelerators. Since the number of accelerators a host must
support has an upper bound, the Permission Tracker size is also
bounded, similar to caches, the shared TLB, and the page table
walk cache. The Permission Tracker’s inclusion policy ensures
that any physical memory access request originating from a
private TLB will always find a corresponding Secure Vector
in the Permission Tracker for verification. Any verification
request that is not found is deemed suspicious. ShareMMU
ensures inclusivity by sending back-invalidation to the private
TLB whenever an entry is evicted from the Tracker.

The Permission Tracker maintains a VPN with each PPN
in its Secure Vector. VPN enables reuse of existing TLB
shootdown mechanisms for sending back-invalidation requests
to private TLBs. The Access Mask bitmap contains set bits for
accelerators that have already accessed a translation; hence, the

2We assume that permission bits for each accelerator are embedded in the
leaf nodes of the process page table. In other implementations, they can be
fetched and updated similarly to a shared TLB without modifications.

Acc0 AccN

PPN0 R/W R/W

Secure Vector

00

Alias presence bit Alias counter bit

VPN0Access Mask
( 10000000)

R/W 31 Pointer to 
Alias TablePPNk R/WLRU

LRULRU

AA-LRU

Access Mask
( 1 bit per Accelerator)

Access bit Mask

Fig. 7: Secure Vector. An entry in Permission Tracker.

Access Mask can be used to send targeted back-invalidations
to the corresponding accelerator. If a malicious accelerator
refuses to honor a back-invalidation, the Permission Tracker
will reject any subsequent accesses to the invalidated ad-
dress. Consequently, accelerators are compelled to honor back-
invalidations to maintain correct operation. If multiple virtual
addresses map to the same physical page, we retrieve all
such virtual addresses from the Alias Table and send back-
invalidations to maintain inclusion.

C. Access Control and Translation Reuse

In this section, we describe how access control and transla-
tion reuse are enabled in ShareMMU. Figure 8 describes the
operation of ShareMMU on a miss in the private TLB. Let
us consider an example with three accelerators, A, B, and C,
each with its own private TLB and L1 data cache. Shared TLB
and private TLBs are inclusive, and page tables are stored in
memory. ShareMMU has a Permission Tracker that can hold
one Secure Vector. B and C are operating on the same page
but on different data blocks, B1 and Bn. Initially, C has the
translation for page VPN0 in the private TLB and operates with
read-only permission on block Bn. The Permission Tracker has
a Secure Vector created with the tag PPN0 when C fetched that
translation. The Secure Vector also has the latest permissions
for “A(no access)”, “B(write)”, and “C(read)”, which were
fetched during C’s page walk.

The miss-handling process works as follows. 1 B requests
an address translation for VPN0, which misses in private TLB
but hits in the shared TLB. ShareMMU checks the Permission
Tracker, finds a Secure Vector tagged with PPN0 with write
access to B, and supplies the translation to its private TLB.
This step enables B to reuse the translation brought by C since
it has appropriate permissions. 2 A requests a translation of
VPN1 and misses in both private and shared TLB. ShareMMU
walks the page table and fetches the translation PPN1 and the
permissions of all the accelerators on that page. 3 ShareMMU
updates the shared TLB and searches the permission tracker
for a Secure Vector for PPN1. Since there is no entry, it
creates one before sending the translation to the private TLB.
4 While creating a Secure Vector for PPN1, PPN0 needs

to be evicted because of insufficient space in the Permission
Tracker. 5 Since PPN0 is evicted, no accelerator can now
access this page. The Access Mask would be (011) signifying
that B and C have previously used this translation. Therefore,
VPN0 is extracted, and a back-invalidation is sent to the private
TLBs of B and C. 6 Since B has write access, it might
have a dirty block B1, which needs to be written back before
flushing the translation. The back-invalidation guarantees that



Fig. 8: ShareMMU miss operation.

the Permission Tracker can track every legitimate access
request that should come from the accelerator. If an accelerator
refuses to flush its translation on a back-invalidation request,
it can never use the stale translation since it will not be in the
Permission Tracker.

Figure 9 describes the access control mechanism of
ShareMMU on TLB hits. 1 We start with a private TLB
hit for accelerator A. 2 The accelerator sends the physical
address for access verification. Thus, this design requires no
interface changes (e.g., sending additional metadata or virtual
addresses as in CryptoMMU). 3 If this request hits in the
Permission Tracker and access permissions are correct, the
access is allowed. Otherwise, this request would be flagged
as a malicious access that needs to be handled by the OS.
4 When another accelerator misses in the private TLB but

hits in the shared TLB, the Permission Tracker is checked
before sending the translation. Nothing needs to be done if
the Secure Vector is present with all the permissions, implying
that another accelerator wants to reuse the previously fetched
translation. 5 A Secure Vector is created if it does not
exist. This case can occur since the Permission Tracker only
maintains inclusivity with untrusted private TLBs, not trusted
shared TLBs. So, there can be translations in shared TLB that
do not have a Secure Vector entry in Permission Tracker.

1) Enforcing Frequent Permission Updates via TLB Shoot-
downs: Page mapping updates that result in TLB shootdowns
can occur for various reasons, such as context switches,
page migration, memory compaction, and copy-on-write, all
of which can unmap physical pages [36]. However, many
accelerator models rely on permission changes to maintain
consistency across shared data structures. In these models,
the physical page mapping remains unchanged, but page
permissions are upgraded or downgraded. This prevents data
races and allows the CPU and multiple accelerators to process
shared data coherently and consistently. The frequent change
in page permissions of different accelerators incurs significant
overhead in prior work, as discussed in Section III-B.

Fig. 9: ShareMMU hit operation.

ShareMMU does not rely on costly or complicated mech-
anisms to enforce permission changes with untrusted accel-
erators. It uses existing TLB shootdown mechanisms without
modification. Whenever the OS updates the PTE, ShareMMU
issues a TLB shootdown to the trusted shared TLB, Permission
Tracker, the PTWC, and the untrusted private TLB. On a
permission downgrade, the Permission Tracker need not flush
the Secure Vector if other accelerators still use it; it simply
clears the affected accelerator’s permission bit (e.g., to no-
access) while leaving the shared entry intact. Additionally, a
targeted back-invalidation is sent to the private TLB on Per-
mission Tracker eviction [70]–[74] by extracting the VPN and
Access Mask bits from the Secure Vector. No additional steps
are needed to ensure that the untrusted accelerator respects
TLB shootdown or back-invalidation requests. However, the
system still waits for accelerators to complete write-backs of
dirty cache lines, flush their private TLBs, and send flush
acknowledgment to the host.

2) Accelerator-Aware LRU replacement policy: A mali-
cious accelerator can attempt to monopolize the Permission
Tracker by repeatedly inserting translations it exclusively
uses, evicting entries actively shared by other accelerators.
We propose Accelerator-Aware LRU (AA-LRU) that uses the
Permission Tracker Access Mask to avoid monopolization.
The Access Mask is a bitmap with one bit per accelerator,
set whenever an accelerator successfully verifies a physical
page, as shown in Figure 7. As explained in Algorithm 1, on
a Permission Tracker hit, the corresponding device’s Access
Mask bit is set (whether it was previously unset or already
set), and the LRU state is updated. On a miss, if no free entry
is available and an existing Secure Vector must be evicted, a
victim score is computed for each way in the set to select the
replacement. The victim score equals the number of set bits in
the Access Mask (i.e., the number of accelerators reusing the
translation) combined with the entry’s LRU priority. Entries
reused by many accelerators receive a higher score and are
preserved, while entries used by only one accelerator (a single



bit set) receive a low score and are preferentially evicted. The
AA-LRU policy prevents monopolization, as entries inserted
by malicious accelerators would have only their bit set and
no reuse from others; they always receive the lowest victim
score and are evicted first. Additional weighting between the
LRU component and the Access Mask count can be applied
depending on the use case. Moreover, victim-way selection
can be occasionally randomized to further reduce any potential
gamification, similar to the policy used in Section V-D1. At
some intermittent timestamps, random ways may be evicted
to maintain fairness and improve robustness.

Algorithm 1 AA-LRU Replacement Policy
Require: AccessMask, LRUbits, Request(PPN, deviceID)
1: if PPN is present in Permission Tracker then ▷ PT hit
2: update LRUbits;
3: AccessMask[deviceID] = 1; ▷ mark access
4: else ▷ PT miss
5: for each entry x in the set do ▷ needs eviction
6: VictimScore = (Way − LRUbits) + count(AccessMask);
7: end for
8: victim = argmin(VictimScore);
9: victim = random(way) ▷ at timestamp

10: replace victim;
11: end if

3) Handling Silent Evictions: There may be cases where
the Permission Tracker still contains a Secure Vector for a
translation that has already been silently evicted from a private
TLB. In such situations, we expect Permission Tracker’s
replacement policy to manage these stale entries. Regardless of
the replacement policy used by private TLBs3, the Permission
Tracker always applies AA-LRU. We assume that an honest
accelerator will not generate verification requests for entries
it has already evicted. Therefore, AA-LRU’s LRU component
naturally deprioritizes stale vectors and prevents them from
displacing actively used ones. This ensures that valid, fre-
quently used translations in private TLBs are not needlessly
back-invalidated.

4) Handling Disjoint Accelerator Working Sets: The Per-
mission Tracker is provisioned to hold the combined ca-
pacity of all private TLBs, which can naturally reside in
the Permission Tracker without conflict. As with any shared
structure, there may be instances where multiple accelerators
frequently access disjoint working sets that map to the same
set, resulting in Permission Tracker thrashing. Such collisions
between disjoint working sets occur only if their physical
pages hash to the same Permission Tracker set, which is a
property of the indexing function rather than the access pattern.
If such collisions arise, the corresponding Secure Vectors can
be quickly reconstructed from the shared TLB or the PTWC,
preventing sustained thrashing or performance loss.

5) Handling Aliases in ShareMMU: Aliasing occurs when
multiple virtual addresses map to the same physical page.
Although aliases are uncommon, they are non-zero [75]. Since
the Secure Vector in the Permission Tracker is tagged with

3ShareMMU imposes no constraints on inclusivity between private and
shared TLBs; they may be exclusive, inclusive, or mostly inclusive.

Fig. 10: Alias Handling.

a physical page number, the corresponding virtual address is
required to back-invalidate entries in the private TLB during a
Secure Vector eviction. To enable this, the Secure Vector’s
virtual-page field stores a pointer to an “Alias Table” in
a reserved memory region, which lists all aliases for that
physical page, as shown in Figure 10. Since the system
usually maintains an inverted page table or an alias tracking
mechanism to support the virtual caches, we can reuse it
without needing additional changes [76], [77].

We use two fields in the upper free bits of the virtual-page
field in the Permission Tracker: an “alias presence” bit and an
“alias counter”. The alias presence bit is set when aliases exist,
indicating that multiple virtual addresses map to the physical
page. The alias counter records the number of virtual pages in
the Alias Table. The Alias Table is updated via the inverted
page table or during Permission Tracker updates.

When an entry with the alias presence bit set is evicted from
the Permission Tracker, all virtual addresses are fetched and
back-invalidations are sent to the corresponding private TLBs.

6) Coalescing and Huge Pages of Permission Tracker: The
Permission Tracker operates at the same granularity as the
page table, enabling ShareMMU to handle huge pages without
any modifications. Since huge pages can be used in accelerator
workloads to improve TLB coverage, they also enhance the
coverage of the Permission Tracker. ShareMMU can seam-
lessly cache permissions for huge pages, ensuring efficient
operation without additional adjustments. For instance, a 1 GB
huge page may encapsulate permissions for 262,144 (4 KB)
pages, all of which can be represented within a single entry
in the Permission Tracker.

7) Transient States and Deadlock Freedom: A potential
race condition can occur during ShareMMU back-invalidations
caused by PT entry evictions or regular TLB shootdowns due
to permission updates. The global permission update should
not finish until the accelerator writes back dirty cache lines
and drains all in-flight memory accesses. This transient state
protocol is illustrated in Figure 11 and traverses the following
sequence: 1 S_VALID: the accelerator holds valid page
permissions. 2 The host intends to change page permissions,
or a PT entry needs eviction. Before issuing any request,
the host flushes and locks the trusted shared TLB (no flush
is required on a PT eviction), then sends a targeted back-
invalidation to the accelerators indicated by the Access Mask.
3 While the back-invalidation is in transit, the entry is in
S_BCKInV (pending-flush state). 4 Meanwhile, a private-
TLB hit may proceed safely after PT verification, whereas
a private-TLB miss simply stalls. 5 Once the invalidation
reaches the accelerator, it writes back dirty cache lines and
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Fig. 11: Transient States during Back-Invalidation.

completes all in-flight memory requests. This is S_INFMem
(accelerator draining memory requests). 6 After the in-flight
requests drain, the host receives the flush acknowledgment,
and the PT entry is safely evicted, or the page permissions are
updated. 7 The shared TLB is unlocked and the entry enters
S_INVALID, with the previous permissions fully revoked.

The protocol is deadlock-free because it avoids circular
dependencies during the race window ( 4 ). Stalled TLB misses
wait passively at the locked shared TLB and do not con-
sume the accelerator’s internal execution resources, while in-
flight TLB hits complete in bounded hardware time because
physical-memory permissions remain valid until the host com-
mits the update in step ( 6 ). Since stalled misses cannot block
active hits, the execution pipeline deterministically drains
(S_INFMem), guaranteeing that the flush acknowledgment is
eventually sent and permissions propagate globally.

8) Permission Tracker Lifecycle: ShareMMU invalidations
are not permanent; an address can be invalidated and reval-
idated frequently, as described in Section II-A. When an
address is invalidated, the invalidation is sent to both the
PT and the accelerator. The accelerator must flush that entry,
and the corresponding per-accelerator permission bit for that
physical page in the PT (i.e., the Secure Vector) is cleared
to no-access. As noted in Section V-C1, the Secure Vector
itself is not flushed if other accelerators still use it. When the
address is later revalidated for an accelerator, e.g., after an
OS permission update, the accelerator’s next access triggers a
translation miss because it has already flushed that entry. A
standard hardware page-table walk then retrieves the updated
permissions, refills the private and shared TLBs, and updates
the Permission Tracker entry, safely restoring access. Because
revalidation reuses the normal page-walk path, the address
space never shrinks and no “dead” entries accumulate.

9) Toward Supporting Trusted Execution Environments
(TEEs): ShareMMU could also be extended to systems that
mix Trusted Execution Environments (TEEs) with untrusted
accelerators, which would require strict domain isolation in
the memory-management layer. A promising direction is to
tag each request with its process ID to identify the requesting
security domain, and to isolate domains using either distinct
Permission Tracker entries or nested two-stage translation
tables. Such an approach could allow trusted and untrusted
devices to coexist within a shared virtual address space while
keeping secure memory regions accessible only to authorized
TEE components. We leave a full design and evaluation of
TEE-aware ShareMMU to future work.

D. Mitigating Side-Channel Attacks
Since the ShareMMU design supports multi-context accel-

erators, translations from multiple distrusting processes can
be co-located in the shared TLB. This creates potential vul-
nerabilities where an adversarial process could launch timing
side-channel attacks, such as prime-probe, flush-reload, or
occupancy-based attacks [38]–[41].
Shared-TLB Prime+Probe attack scenario. We describe
an end-to-end attack on a shared TLB running mutually
distrustful processes, where attacker P1 targets a victim P2’s
secret key. In the Prime stage, P1 constructs an eviction set and
accesses the corresponding pages to fill the TLB. On a context
switch, P2’s data-dependent accesses run; processing a secret
bit ‘1’ maps to the primed set (loading P2’s translations and
evicting P1’s entries due to the conflict), whereas a ‘0’ maps
elsewhere. In the Probe stage, P1 is rescheduled and times
its primed pages: a high latency signals a miss, revealing a
‘1’. Repeating this cycle leaks P2’s access pattern, a severe
vulnerability when the shared TLB lacks isolation.

Our system also includes another shared structure, the
Permission Tracker, which presents an additional attack target.
To mitigate these threats, we propose ShareMMU-SP, which
provides resiliency against such attacks.

1) Securing Shared TLB: ShareMMU-SP is inspired by
SassCache [37], which secures shared LLCs. We introduce
two steps to secure shared TLBs: (i) randomizing TLB-set
selection with the crypto-randomization stage and (ii) limiting
the TLB sets accessible to a process with the crypto-partition
stage. We use an Index Derivation Function (IDF) built on the
tweakable block cipher QARTA, similar to SassCache. The
crypto-randomization step cryptographically selects a fixed
number of random ways in the shared TLB (a TLB set),
obfuscating the mapping between a virtual address and a TLB
set. The crypto-partition step prevents a malicious process
from gaining access to the entire shared TLB by crypto-
graphically limiting the TLB sets available to that process,
making occupancy-based attacks difficult. The replacement
policy being used is random. A coverage parameter tunes a
process’s share of TLB entries and is an input to the IDF to
manage per-process TLB allocation (Section V-D3).

As shown in Figure 12, the shared TLB is set-associative
with four sets and four ways per set, where processes P1 and
P2 are co-scheduled. Unique session keys, “key1” and “key2”,
are assigned to P1 and P2, respectively. The IDF takes the
virtual page (with index), process key, and coverage parameter
and performs crypto-randomization. This mapping makes it
extremely difficult for an adversary to profile the TLBs and
evict entries from another process. However, there is a non-
zero probability of overlap between the two processes in a
given way (marked in blue), but the probability is extremely
low and insufficient for a meaningful attack (Section V-E).

2) Securing Permission Tracker: Since multiple processes
also share the Permission Tracker, we design a mechanism
that leverages the cryptographic hash function for shared
TLB set selection to eventually secure the Permission Tracker
against side-channel attacks. Since low-latency private TLBs



are typically flushed during context switches, while shared
TLBs retain translations from multiple processes using process
ID tagging [69], [70], [78], we leverage this behavior to protect
the Permission Tracker by flushing it during a context switch.
The Permission Tracker can be reconstructed using retained
entries in the shared TLB and Alias Table. If this information
is incomplete, the required permissions can be retrieved from
the PTWC or the page table, similar to how private TLBs are
refilled, and thus no additional complexity is introduced.

Figure 12 illustrates our mechanism, where Process P1 and
Process P2 are running on the multi-accelerator system with
accelerators A and B. Initially P1 is scheduled. The private
TLBs and Permission Tracker have entries of P1. The shared
TLB is secured using our crypto-randomization and crypto-
partition stages. 1 The OS switches the context; 2 P1 is
switched out, P2 is scheduled, the accelerators’ private TLBs
are flushed, and ShareMMU flushes the Permission Tracker. 3
When P2 requests address translation, it misses in the private
TLB but hits in the shared TLB. Since the shared TLB is
protected against side channels, P2’s access pattern cannot
be leaked. 4 ShareMMU creates a Permission Tracker entry
for every incoming translation request from the accelerator.
The ability to recreate the Secure Vector from a side-channel-
resilient shared TLB enables flushing the Permission Tracker
on context switches to ensure process isolation.

3) Handling Occupancy Attacks: An occupancy attack is
a timing side-channel attack that exploits changes in the
usage of shared hardware resources, such as a shared TLB.
These attacks do not require precise address knowledge and
instead rely on observing aggregate resource usage [56]–
[58]. Figure 12 illustrates the partial overlap of TLB entries
between two untrusted processes (highlighted in blue), which
can be exploited for such attacks. The coverage represents the
proportion of total TLB entries accessible to a process (its
security domain). By controlling the coverage, a trade-off can
be achieved between the security margin (less overlap) and
resource utilization (more overlap). The impact of coverage
on security is analyzed in detail in Section V-E.

The Coverage parameter (t) probabilistically determines the
extent of overlap between processes. Coverage can be modeled
as the probability of accessing at least one TLB set more than
once when making x + t accesses, where x represents the
total number of TLB sets, and t is the coverage parameter.
Assuming accesses are independent and with replacement, the
expected coverage C reflects the likelihood of overlapping
entries across the x+ t accesses. Thus, the expected coverage
C is

C = 1−
(︃
x− 1

x

)︃x+t

Assuming a TLB configuration with 1024 entries and 8 ways,
the IDF maps a 48-bit virtual address to 7-bit indices for
set selection (x = 128). The coverage can be computed as
C = 0.39, 0.63, 0.86 for t ∈ {−64, 0, 64}. The parameter t
can be tuned to determine the share of TLB per process. As
the number of processes increases, the fairness of TLB share

Fig. 12: ShareMMU-SP TLB set randomization.

improves, as multiple processes already limit each other’s
TLB share, and overlaps between multiple processes decrease,
improving the security margin.

E. Security Analysis

This section evaluates ShareMMU’s security guarantees for
access control and side-channel resiliency.
Access Control. ShareMMU identifies any access request not
present in the Permission Tracker as malicious, effectively
reducing the probability of unauthorized access to zero. In
contrast, CryptoMMU, as reported in [12], demonstrated a
probability of malicious access to be 2.98× 10−8, which is a
significantly weaker security margin.
Side Channel Security. We evaluate the side-channel re-
siliency of a shared TLB with 1024 entries 8-way set associa-
tive. The victim’s TLB entry must fall within the attacker’s
coverage across all W ways to form an eviction set. The
probability of such overlap, Poverlap, for coverage (C = 0.39)
can be computed as:

Poverlap = CW = (0.39)8 ≈ 5.3× 10−4.
This implies the attacker can form an eviction set for

approximately 1 in 53,000 sets. Even if the attacker achieves
sufficient coverage to form an eviction set, the probability PVA
of a virtual address mapping to the same TLB (128 set, 8-way)
entry can be calculated as

PVA = 2−(7×8) = 2−56 ≈ 1.39× 10−17.

This probability is exceedingly small (≈ 1.39 × 10−17),
making it effectively outside the virtual address space of
modern systems and practically impossible to exploit. The
combined probability of an attacker forming an eviction set
and finding another virtual address that maps to the same TLB
entry is:

Pcombined = Poverlap · PVA ≈ 7.35× 10−21.

This security margin is well above the threshold of commer-
cially available solutions [12], [79]. The Permission Tracker,
on the other hand, is flushed on the context switch and refilled
on demand through a secure shared TLB, making it side-
channel resilient.



TABLE II: Simulation configuration

Processor
CPU x86, OoO, 2.00GHz, 2 processes, context

switch interval: 5 ms [36]
L1 Cache 2-way, 32KB, 64B block, access latency: 2

cycles
L2 Cache 256KB per slice, 32 slices, 8-way, 64B block,

access latency: 20 cycles
Accelerator

AFU n = 4, 8, 16, 32
Local TLB 16-entry, 2-way, access latency: 1 cycle
Shared TLB 1024-entry, 8-way, access latency: 3 cycles

Security Schemes
Border
Control

1 KB BCC per AFU [36]

CryptoMMU 20 cycles for hash generation [12]
ShareMMU PT(256-entry, 16-way); access latency: 5 cy-

cles
ShareMMU-
SP

QARTA latency: 2.2 ns; coverage: 0.86 [37]

IOMMU
Page size 4KB
PTWC 32-entry (8 per level), 5-cycles hit latency,

120-cycles miss latency (per level)
Mem. latency 120 cycles [80]

TABLE III: Description of workloads

Domain Apps (short name) FUs

Medical Imaging Denoise (Deno) 2
Segmentation(Seg) 1

PARSEC
BlackScholes (Bscho) 1
StreamCluster (SClus) 5

Swaptions (Swap) 4
Computer Vision Disparity Map (DiMap) 4

LPCIP Desc (LPCIP) 1

Computer Navigation EKF SLAM (EKF) 2
Robot Localization (Ro Loc) 1

VI. METHODOLOGY

Infrastructure. To evaluate ShareMMU, we use gem5 PA-
RADE, a cycle-accurate full-system simulator with high-level
synthesis support [42], [81]. As shown in Table II, we simulate
an 8-issue out-of-order x86 CPU core at 2GHz running 2
processes with a context switch interval of 5 ms. The private
TLBs are flushed, while the shared TLB is preserved on
context switch. Each accelerator contains multiple Function
Units (FUs) that accelerate different algorithms within an
application. A collection of FUs composes an Accelerator
Functional Unit (AFU) with a private TLB. Multiple AFU
instances exploit parallelism and share a trusted 1024-entry,
8-way TLB. Each AFU has a 16-entry, 2-way private TLB.
The Page Table Walk Cache (PTWC) is 32 entries (8 per
level) [14].
Configurations. Our baseline design is unsecured and relies
on caching pre-translated addresses within private (untrusted)
and shared TLBs (trusted). There is no access control; ac-
celerators can access memory with a pre-translated address.
We model TLB shootdowns where the accelerator must write
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Fig. 13: Performance relative to unsecured baseline.

back dirty cache lines before flushing translations. We evalu-
ate ShareMMU alongside CryptoMMU and Border Control,
which we faithfully model in gem5 PARADE. The origi-
nal Border Control design includes a shared TLB, whereas
CryptoMMU does not. For a fair comparison, we model a
shared TLB for CryptoMMU using the same organization
as ShareMMU, but storing device-keyed entries. Because
each CryptoMMU translation carries a device-specific hash, a
translation shared by k devices appears as k duplicate entries,
reducing effective shared-TLB coverage. On a permission
update, the device key changes, invalidating all cached entries
associated with that key; the corresponding hashes are then
regenerated from the shared TLB or PTWC and re-sent to
the private TLB. For Border Control, we model a physically
tagged 1 KB BCC per accelerator and a protection table
in memory (64B protection block size). We also model the
latency of permission propagation to the BCC, protection
table, and page table. The Permission Tracker and BCC are
flushed on each context switch.

In addition to ShareMMU, which provides access control,
we evaluate ShareMMU-SP, which provides both access con-
trol and side-channel resiliency. We use a 256-entry, 16-way
set-associative Permission Tracker inclusive of 16 accelerators,
each with a 16-entry private TLB. ShareMMU-SP uses a
coverage of 0.86 with two processes running.
Workloads. We evaluate all approaches using accelerator
benchmarks from PARADE [43]. Benchmarks span four do-
mains: Medical Imaging, Computer Navigation, Computer
Vision, and PARSEC, with varying numbers of Function Units
(Table III). We use short names for each benchmark. Our
benchmarks span multiple domains to capture the diverse
memory demands of modern SoC systems. They cover a
comprehensive spectrum of memory behaviors. The Medical
Imaging domain has a large footprint with irregular access
patterns. The Computer Navigation domain generates large
but regular memory streams. Computer Vision imposes strict
latency requirements, and PARSEC applications feature highly
varied access patterns. Therefore, these workloads stress the
address-translation and memory subsystems.

VII. EVALUATION

A. ShareMMU Performance

We compare ShareMMU, ShareMMU-SP, CryptoMMU,
and Border Control against an unsecured baseline.

As shown in Figure 13, ShareMMU outperforms all com-
pared designs that at least guarantee access control, achieving
an average slowdown of 1.66% compared to the unsecured
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Fig. 14: Geometric mean sensitivity to varying accelerator
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baseline. ShareMMU-SP, which adds side-channel protection,
has an average slowdown of 2.82%. Other approaches ex-
hibit significant slowdowns. For example, CryptoMMU incurs
a 17.21% slowdown due to reduced shared TLB coverage
from duplicate translations and forced flushing of cached
translations on permission updates. Similarly, Border Control
slows down by 32.19%, primarily because coherent updates
across the BCC, in-memory protection tables, PTWC, and
TLBs introduce substantial overhead. ShareMMU remains
very close to the unsecured baseline (typically 95–99% of
baseline performance), indicating that PT lookups, access-
mask updates, and back-invalidations add negligible overhead
even under high accelerator concurrency.

The LPCIP and DiMap workloads are highly latency-
sensitive, making them vulnerable to per-access over-
heads [14]. Border Control experiences severe slowdowns
of 81.19% and 65.07%, while CryptoMMU incurs 53.01%
and 23.09% degradation on these benchmarks. In contrast,
ShareMMU introduces negligible overhead on LPCIP and only
6.27% slowdown on DiMap. The modest slowdown in DiMap
arises from its very high rate of permission changes, which
triggers frequent creation and updates of Secure Vectors. The
shared TLB greatly benefits benchmarks like Denoise and Seg-
mentation; accordingly, CryptoMMU degrades on these due to
duplicate translations. For Segmentation and Denoise, Border
Control slows down by 17.74% and 21.59%, and CryptoMMU
by 16.13% and 35.19%, respectively. ShareMMU remains
close to baseline with only 0.09% slowdown on Segmentation
and 3.79% on Denoise. ShareMMU-SP shows similarly low
overheads (0.23% and 7.29%). Other benchmarks, such as
BlackScholes and Swaptions, have small memory footprints
and show minimal differences across schemes; any slow-
down is primarily tied to permission handling. Finally, bench-
marks like Robot Localization and EKF SLAM, which are
highly regular computational navigation workloads, also per-
form similarly across all approaches. Across all benchmarks,
ShareMMU maintains near-baseline performance, handling
permission churn without significant latency penalties.

B. Sensitivity Analysis

We now conduct a sensitivity study of our design.
Sensitivity of varying number of accelerators. Figure 14
shows the geometric mean performance relative to the
unsecured baseline across CryptoMMU, Border Control,
ShareMMU, and ShareMMU-SP, for systems with 4, 8, 16,
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and 32 accelerators. CryptoMMU performance degrades as the
number of accelerators increases, with slowdown rising from
5.79% (4 accelerators) to 22.82% (32), due to duplication from
device-specific hashes and more translation flushes. Border
Control performs worse, with slowdown ranging from 9.92%
(4 accelerators) to 39.23% (32). While more accelerators
improve parallelism, Border Control needs extra memory ac-
cesses to update more protection tables, hurting performance.

In contrast, both ShareMMU and ShareMMU-SP maintain
consistently high performance, with slowdowns of approxi-
mately 2.03% and 3.17% at 4 accelerators and 2.50% and
2.93% at 32 accelerators, respectively. ShareMMU is largely
insensitive to accelerator count. Although more accelerators
increase request volume and contention at the Permission
Tracker, this is offset by cross-accelerator sharing, which
reduces redundant Secure Vector creation and lowers per-
accelerator back-invalidation traffic. As a result, performance
peaks at 16 accelerators: it improves over 8 because more
accelerators collaborate on shared data chunks. It is still better
than 32, where the available data parallelism in the workloads
is saturated, and additional accelerators increase contention
at the Permission Tracker. The average per-accelerator back-
invalidation rates are 2.45%, 0.97%, 0.34%, and 0.16% for 4,
8, 16, and 32 accelerators, respectively, as shown in Figure 15.
This declining rate reflects increased page sharing, letting a
single Secure Vector represent more accelerators’ permissions
and expand Permission Tracker coverage.
Multi-Process Sensitivity. Figure 16 shows the percentage
reduction in shared-TLB hit rate as the number of concurrent
processes grows from 4 to 16, relative to a single-process
baseline. As expected, increasing the number of processes
degrades hit rates across all workloads because of the shared
TLB’s limited capacity. The unsecured baseline experiences
an average reduction of 29.6% at 4 processes, worsening to
67.4% at 16 processes. ShareMMU-SP, with its SassCache-
style protection, follows the same capacity-bound trajectory,
degrading by 62.9% at 4 processes and 79.1% at 16 processes.
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Fig. 17: Back-Invalidation sensitivity to Permission Tracker
associativity.
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Fig. 18: Sensitivity to Permission Tracker associativity.

The SassCache randomization causes a notably larger degra-
dation than the unsecured baseline for LPCIP; conversely, for
Denoise, Swaptions, and BlackScholes, it performs better than
the baseline, while the remaining benchmarks are compara-
ble. Although ShareMMU-SP’s shared-TLB hit rate incurs
an additional isolation cost at low process counts, this gap
narrows sharply as processes increase (from roughly 33% at
4 processes to only 12% at 16), as capacity pressure rather
than isolation becomes dominant. Thus, its protection does
not bottleneck scalability, converging toward the unprotected
baseline.
Sensitivity to Permission Tracker associativity. We eval-
uated the sensitivity of ShareMMU to varying Permission
Tracker associativity in a system with 16 accelerators. While a
fully associative design offers maximum flexibility, it is power-
hungry and may not be practical. Figure 17 shows the private
TLB back-invalidation rate due to Secure Vector eviction. The
average rates are 0.07%, 0.34%, 0.71%, and 0.96% for fully
associative, 16-way, 8-way, and 4-way designs, respectively.
As expected, lower associativity increases back-invalidations.

Figure 18 presents the relative performance of ShareMMU
under different associativities. The overheads are 5.04%,
1.66%, 5.89%, and 8.05% for fully associative, 16-way, 8-
way, and 4-way designs, respectively. Higher associativity
reduces back-invalidations but increases access latency, with
16-way associativity serving as the sweet spot. Segmentation
and Denoise suffer from lower associativity due to their larger
memory footprints, which lead to more conflicts and frequent
evictions. Full associativity raises lookup latency, degrading
performance. Other benchmarks are largely unaffected.

C. ShareMMU overheads

We now discuss ShareMMU and ShareMMU-SP overheads.
Stress testing critical path latency. Figure 19 presents
the performance overhead observed in ShareMMU when the
latency of the Permission Tracker, which lies on the critical
path, is artificially increased. Latencies of 10 cycles (2×), 15
cycles (3×), and 20 cycles (4×) yield slowdowns of 0.41%,
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Fig. 21: Performance overhead of ShareMMU-SP for multi-
context system.

0.74%, and 0.96%, respectively. LPCIP and Denoise show the
highest impact due to latency sensitivity and higher request
rates, while other benchmarks show minimal impact.
Overhead of frequent context switches. We evaluate the
overhead of flushing the private TLB and Permission Tracker
on every context switch, assuming an aggressive 2 ms inter-
val [82]. The PT is reconstructed from the shared TLB and
alias table upon each switch, avoiding a full page table walk.
As shown in Figure 21, LPCIP (due to latency sensitivity),
Denoise, and Segmentation (due to high request rates and large
memory footprints) exhibit the highest overheads of 4.1%,
1.4%, and 1.3%, respectively. All other benchmarks show
negligible impact, with a geometric mean overhead of only
0.82%. The low overhead is because the shared TLB primarily
handles the reconstruction of the Permission Tracker and the
refill of private TLBs.
Additional traffic on the NoC. We evaluate the additional
traffic introduced by the access-control mechanism in the
accelerator subsystem. The baseline traffic comprises private-
TLB, local-cache, shared-TLB, page-walk, and data accesses.
The only additional traffic ShareMMU introduces is the Per-
mission Tracker (PT) validation accompanying requests that
miss in the local cache and reach memory, together with
the back-invalidations triggered on PT eviction. As shown in
Figure 20, this additional NoC traffic averages only 3.23%
relative to the baseline (3.09% for PT validation and 0.14%
for back-invalidation), confirming that ShareMMU does not
double NoC traffic.



VIII. DISCUSSION

A. Hardware/Software changes in ShareMMU

ShareMMU requires minimal hardware and software mod-
ifications compared to CryptoMMU and Border Control.
Hardware Requirements. ShareMMU’s only hardware ad-
dition is a physically tagged Permission Tracker. It requires
no changes to the TLB interface or TLB hit datapath (unlike
CryptoMMU), making it compatible with existing accelerator
designs. The Permission Tracker also maintains the VPN and
Access Mask bits to support targeted back-invalidations using
existing TLB shootdown mechanisms [70]–[73].
Software Requirements. When aliases are present, each
secure vector references the Alias Table and includes an alias
presence bit and an alias counter. Alias tracking is standard
in systems with virtual caches or inverted page tables [83],
[84]. ShareMMU leverages existing OS support to update
these fields with minimal or no additional software changes. In
contrast, Border Control requires significant OS modifications
to manage and synchronize multiple large protection tables.

B. Power and Storage Overheads

The Permission Tracker is a 256-entry, 16-way set-
associative structure sized for 16 accelerators. Each entry in-
cludes a 36-bit PPN, a 16-bit permission vector, a 16-bit access
mask, another 36-bit field, and status flags—about 13 bytes
per entry—totaling approximately 3.25 KB of SRAM. Read
and write accesses consume on the order of 1–2 picojoules,
keeping dynamic power in the sub-milliwatt range. Overall, the
Permission Tracker is lightweight, adding negligible storage
and power overhead.

C. Scalability of ShareMMU

ShareMMU requires negligible storage overhead that scales
linearly with the number of accelerators in the system. The
Permission Tracker can be provisioned for the maximum
accelerator count required by the product. For large-scale SoCs
(e.g., 64-128 accelerators), the overhead remains practical.

IX. RELATED WORK

Intel VT-d Host Permission Table. Intel VT-d now supports
the Host Permission Table (HPT) to enforce access control for
device-issued requests that use pre-translated addresses [85].
HPT is a four-level, software-managed structure indexed by
device physical address; Page Permission (PPi) bits specify
read, write, and atomic access. Access is validated via a
hierarchical HPT walk and supports multiple page sizes. While
secure, HPT introduces storage, lookup, and synchronization
overhead because it must remain coherent with the page table,
similar to Border Control.
Advancing Secure TLBs. Secure TLBs propose static and
random fill mechanisms [86]. Static fill statistically partitions
TLBs among security domains to limit interference, but suffers
from low utilization. Random fill introduces nondeterminism
by filling a random TLB entry while the correct transla-
tion is sent to the processor, adding overhead. ShareMMU-
SP addresses these issues with high-entropy, low-overhead

cryptographic randomization and security-domain partitioning.
While SassCache [37] provides side-channel protection for
shared caches against malicious processes, ShareMMU-SP
offers a more comprehensive solution by securing both the
shared TLB and the Permission Tracker.
IOMMU Technology: Beyond Default Configurations. The
IOMMU has traditionally been utilized to augment system
security and ensure device compatibility, providing essential
features such as device isolation and DMA remapping [87].
Lately, its use has expanded, facilitating address translation
for domain-specific accelerators [88]. These accelerators are
built for a broad spectrum of emerging applications, each
with unique demands, including stringent energy and power
constraints [89], time-critical operations [90], extensive com-
putational intensity, and security margins. This diversification
has stimulated innovations in IOMMU technology, pushing it
beyond standard configurations. Modifications to the IOMMU
are achievable at both the hardware and software levels,
allowing for flexible adaptation to these evolving requirements.

The integration of IOMMU in Linux systems is straight-
forward. It is enabled via kernel parameters, such as in-
tel iommu=on and amd iommu=on in the GRUB configura-
tion [91]. Innovations such as CryptoMMU have emerged,
leveraging cryptographic methods to enhance access con-
trol within third-party accelerators. This approach involves
purely hardware-based alterations to the IOMMU, facilitating
the authentication of memory access from pre-translated ad-
dresses [12]. On the other hand, Border Control introduces a
hybrid strategy of hardware and software modifications to the
IOMMU to enable access control for third-party accelerators.
This is achieved through a hardware-based cache, the “Border
Control Cache”, and a software-managed protection table [36].
Conversely, rIOMMU [49] represents a software-centric so-
lution designed to optimize performance, particularly in IO-
intensive workloads. It amortizes the cost of TLB invalidation,
trading security for performance.

X. CONCLUSION

Modern SoCs increasingly deploy third-party accelerators
alongside trusted hosts. This paper introduced ShareMMU,
a practical IOMMU that securely enables translation reuse
across untrusted accelerators while preserving performance
and scalability. ShareMMU tracks permissions for translations
sent to private TLBs via a lightweight Permission Tracker,
enabling: (1) secure reuse of pre-translated addresses with-
out modifying TLB interfaces or hit datapaths, (2) strong
access control by validating every accelerator request against
cached permissions, (3) low-overhead permission updates via
inclusive tracking and targeted back-invalidations, and (4)
side-channel resiliency through ShareMMU-SP, which hardens
shared TLBs and isolates the Permission Tracker. ShareMMU
incurs only 1.66% average slowdown over an unsecured base-
line; ShareMMU-SP adds side-channel protection at 2.82%
slowdown with minimal hardware and software changes.
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APPENDIX

A. Abstract
This artifact provides gem5/PARADE models, full-system

checkpoints, nine accelerator workloads, a containerized
legacy toolchain, experiment drivers, metric extractors, and
SVG plotting tools for ShareMMU. The scoped workflow
reproduces Figures 1, 13, and 20 from simulator outputs
for Unsecure, Border Control, CryptoMMU, ShareMMU, and
ShareMMU-SP.

B. Artifact check-list (meta-information)
• Program: gem5/PARADE full-system simulator and nine ac-

celerator workloads.
• Artifact version: 3.0.0.
• Compilation: GCC 4.8.4, Python 2.7, SCons 1.3.1,

SWIG 2.0.9, and Protocol Buffers 2.5.0 inside Docker.
• Binary: locally built gem5.opt for five variants.
• Model: x86 full-system SoC with shared/private TLBs, accel-

erators, and the ShareMMU Permission Tracker.
• Data set: checkpoint, disk images, boot scripts, and nine

supplied workloads.
• Run-time environment: x86-64 Linux and Docker Engine.
• Hardware: no GPU, FPGA, or KVM; 8 GB RAM for smoke,

32 GB or more recommended for concurrent reproduction.
• Execution: Docker-first Make workflows.
• Metrics: cycles, normalized performance, TLB/PTrack statis-

tics, back-invalidations, and normalized NoC traffic.
• Output: logs, gem5 statistics, CSV summaries, and SVGs.
• Disk space: 20 GB smoke; 60 GB minimum and 100 GB rec-

ommended for full reproduction.
• Preparation time: approximately 20–30 minutes on a large

server for image, assets, and initial build.
• Experiment time: approximately 30–60 minutes for kick_t
he_tires; 12–18 hours for a highly parallel full run.

• Publicly available: Zenodo record.
• License: Apache-2.0 for artifact-authored material; bundled

components retain upstream terms.
• Workflow automation: Docker, Make, Bash, and Python.
• Archived: DOI 10.5281/zenodo.21543532.

C. Description
1) How to access: Download and unpack the archived

artifact, then select a writable directory:

export SHAREMMU_WORKDIR=/path/with/space

2) Hardware dependencies: An x86-64 Docker host is
required. Each simulation is primarily single-threaded; addi-
tional cores and memory permit workload/variant concurrency.
No special accelerator hardware is needed.
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3) Software dependencies: Only Docker, Make, Bash, and
standard Linux utilities are required on the host. Docker
supplies the pinned legacy compiler and simulator toolchain.

4) Data sets and models: The workflow downloads and
verifies a 224 MiB full-system archive, expanding to approxi-
mately 4.1 GB. The package contains five simulator variants,
checkpoints, and workload boot scripts. Assets and results
remain under the caller-selected work directory. The bundled
design/update guide documents the request path, model bound-
aries, and update procedure.

D. Installation

Run the verbose setup test:

make kick_the_tires

It builds one Docker image and all five variants, runs
BlackScholes, prints cycle/normalized values, and gener-
ates a four-bar smoke Figure 13. Success ends with
KICK_THE_TIRES_PASS; failures identify the stage and
produce a diagnostics bundle.

E. Experiment workflow

The automated sequence builds the image and gem5 vari-
ants; checksums assets; restores the checkpoint; runs work-
loads; verifies normal exits; extracts cycles and NoC statistics;
and renders SVGs. Each result records the exact command,
artifact version, wall time, configuration, log, and statistics.

F. Evaluation and expected results

a) Full campaign.:

make docker-reproduce-fast

The command requires 45 normal completions (five vari-
ants times nine workloads), then emits cycle, normalized-
performance, and geometric-mean CSVs. Figure 1 plots Bor-
der Control and CryptoMMU; Figure 13 plots Border Control,
CryptoMMU, ShareMMU, and ShareMMU-SP. All values
are normalized to Unsecure. The SP model uses randomized
shared-TLB replacement. Swap, DiMap, and Deno may be
up to approximately four percentage points higher than the
paper; the geometric mean remains within approximately one
percentage point.

b) NoC traffic.: Figure 20 contains nine normalized
stacks for local cache, private/shared TLBs, page walks, data
memory, PTrack, and back-invalidations. The expected head-
line result is approximately 3.23% geometric-mean additional
traffic.

c) Generated figures.:

results/figures/figure01_prior_perf.svg
results/figures/figure13_performance.svg
results/figures/figure20_noc_traffic.svg

G. Experiment customization

MAX_JOBS controls workload concurrency and VARIAN
T_JOBS controls variant concurrency. VARIANTS and BE
NCHMARKS restrict execution. Set SKIP_EXISTING=1 to
reuse only normally completed runs with matching experiment
metadata.

H. Notes

CryptoMMU/LPCIP is a known long-running workload.
One variant can produce several GB of logs. The package
performs structural completeness checks and reports generated
metrics and figures directly.

I. Methodology

Submission, reviewing, and badging methodology:
• ACM artifact review and badging policy
• cTuning AE methodology

https://www.acm.org/publications/policies/artifact-review-and-badging-current
https://cTuning.org/ae
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